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Cybersecurity Academy Assessment Overview
The Cybersecurity Academy assessment consists of two parts:

e aQuiz
e aProject assessment (using Bash scripting and Python programming)

Below, you will find details and examples of the types of questions you may
encounter, as well as the main areas that will be evaluated.

Quiz

This assessment is designed to evaluate your understanding of cybersecurity
fundamentals and secure scripting practices in Linux environments.

It includes structured multiple-choice questions that assess your ability to:

« Identify and protect sensitive information (e.g., passwords, API keys, en-
vironment variables)

e Apply proper file permissions and secure data handling techniques

* Recognize common security risks in scripts, processes, and repositories

* Understand the principles of encryption, authentication, and access man-
agement

The goal is to measure your awareness of cybersecurity best practices and
your ability to apply secure coding and system-level protections.

Example Questions

Question 1
Which command shows the routing table in Linux?

[ netstat -a
route -n
O ping

O nslookup

Question 2

Which protocol is primarily used for securely transferring files between sys-
tems?

O FTP
SFTP
O HTTP
O POP3



Question 3
Which of the following is an example of a strong password?

O password123
O admin2024
J@Ot!rXg#5
O gwerty

Question 4
What does the command chown user:group file.txt do?

Changes the owner and group of the file
O Modifies file permissions

O Displays the file's content

O Deletes the file

Question 5
What is the main purpose of a firewall?

To control incoming and outgoing network traffic
O To encrypt email messages

O To detect hardware failures

O To back up data automatically

Project Assessment

This assessment is designed to test your foundational skills in Linux, algo-
rithms, and problem-solving, all essential for success in the Cybersecurity
Academy program. Through a combination of hands-on scripting tasks and
logic exercises, you will demonstrate your understanding of:

e core Linux and Bash commands

» secure and efficient scripting techniques

e problem-solving and computational thinking
e tools like Git and GitHub for version control

Example Task 1

Task description:

Write a Bash script that reads a list of words (one per line) from standard
input and prints only the words that appear exactly once.

Requirements:

e Input format: one word per line

e Output format: one word per line, sorted

e The script must be 2 lines long

e The first line must be exactly #! /bin/bash

e You are not allowed to use: backticks, &, ||, ;, sed, or awk



Expected Script (Answer)

File: O-unique
##! /bin/bash
sort | uniq -u

Explanation:
e Sort: sorts all the words alphabetically.

This step is necessary because the unig command only detects duplicates
that are next to each other.

e uniqg -u: prints only the lines that appear exactly once in the sorted list.

Example Task 2:

Task description:

Write a Python script that prints the name of the operating system of the ma-
chine where it is executed.

Requirements:

* Your script must start with exactly: #!/usr/bin/python3

e You must use only the standard library (no external modules)

e The script should print only the OS name (e.g., Linux, Windows,
or Darwin)

* No additional text or formatting should be printed

e The script must be executable

Expected Script (Answer)

File: O-print-os.py
#!/usr/bin/python3
import platform
print(platform.system())

Execution in the terminal:

ubuntu@ubuntu:~/$ chmod +x O-print-os.py

ubuntu@ubuntu:~/$ ./0-print-os.py
Output: Linux

Explanation:

e platform.system() returns the name of the operating system currently in use.

e This command is platform-independent and does not require any external
packages.

e The output will vary depending on the system where the script runs (for
example, Linux on Ubuntu, Darwin on macOS, or Windows on a PC).



